Safety and Preventative Maintenance   Name__________________ 
Malware,Spyware, Adware, and Other Software on Your PC

If you are not a sophisticate PC user then chances are your computer has a lot of software installed that you did not install and you are unaware of. This topic of spyware and adware is not covered in the curriculum but should be discussed as an issue for all computer users.

Go to Webopedia.com and look up Spyware. Answer the following questions. Do NOT cut and paste your answers, put them in your own words.
1. What is spyware?



2. How do you get spyware on your computer without knowing about it?



3. What types of information can spyware obtain?



4. Besides the problem of personal information what are some other problems with spyware?


Click on the link at the bottom of the web page titled “The Difference Between Adware & Spyware
5. What is adware? 



6. What makes adware different from spyware?



7. How do you get rid of adware?


Jump down to the section on  Combating Spyware   to answer the following questions.

8. What are some of the signs that your computer may have spyware?



9. What can you do if you think your system has spyware installed?



10. How are spyware programs identified by removal programs?



Go to http://www.pchell.com/reviews/spyware.shtml to answer these questions.

11. Which software company has recently come out with their own spyware removal program?






12. Click on the review results for Spybot Search and Destroy 1.4   Look at the final conclusion for this program. Although this person recommends using this program what other recommendations do they make?




13. What antivirus software do you have installed on your home computer?



14. Do you have anti-spyware software as well? If so which program are you using?



15. Return to Webopedia and look up phishing. What is this?




16. Describe a scenario where someone would be caught by someone phishing. (you can use the example provided or make up your own aimed at teenagers for extra credit).





17. How would you rate your awareness of the issues discussed in this handout? How would you rate most of the PC users you know?


CyberCrime
18. Go to Symantec’s web page about Viruses and Risks. Click on the Cybercrime link on the left hand navigation bar. Describe the change that has occurred over the last 18 months with respect to viruses and hackers.



19. Click on the Bots link at the bottom of the page. Describe how a Bot is different from a worm or Trojan horse.



20. What is a botnet?



21. Return to the Cybercrime page and click on the Pharming link. Explain how pharming is different from phishing.
